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SYSTEM FOR ENTERPRISE-WIDE 
WORK FLOW AUTOMATION 

R;^nVarnti r>rf nf the Invention 
5 The present invention relates generally to 

systems for, automating document processing in a 
distributed computing environment. Specifically/ the 
present invention relates to methods and apparatus for 
implementing work flow systems on an enterprise-wide 
10 scale. 

Paperwork is a fact of business life. To 
schedule a vacation or purchase office supplies a form 
must be filled out and processed in accordance with 
appropriate procedures, including receiving 
15 authorizations by various personnel. Similarly, 

information and data must be disseminated throughout a 
business organization in the form of sales reports, 
accounting projections, market surveys, and the like. 
In some organizations, elaborate written guidelines 
20 have been developed to specify what paperwork gets sent 
to whom and under what conditions. 

Often paperwork must be transmitted to or 
processed by multiple organizational units of a 
company. For example, hiring a new research scientist 
25 may require approval of the research and development 
department, the accounting department, and the 
personnel department. In organizations, such as modern 
multi-national corporations, these organizational units 
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may be located in different buildings, in different 
cities, or even in different countries . 

The "paperless office" was conceived as. a way 
to combat the ever increasing volume of paperwork by 
5 replacing paper forms with electronic documents stored 
in a computer* ''^Work flow" systems, such as the 
WorkFlo® Business System and Visual WorkFlo® sold by 
FileNet Corporation, Costa Mesa, California, provide 
the means to create the paperless office by 
10 substituting computer based objects for their paper- 
based counterparts. Such work flow systems provide 
distributed processing and distribution of data and 
information in accordance with procedures specified by 
the business analyst. 
15 FileNet' s WorkFlo® Business System provides a 

queue-based system for use in a client/server 
architecture in which objects are sequentially 
processed to accomplish a business procedure by scripts 
stored at the client stations. FileNet' s Visual 
20 WorkFlo® enables the business procedure to be 

accomplished using work objects that are processed at 
client workstations in accordance with centrally stored 
Instruction Sheets that specify the steps to be 
performed to accomplish the business procedure. 
25 Previously known work flow systems have been 

successful in automating document management for 
organizations located at a single geographic site or 
area. However, these work flow systems are not 
presently scalable from a system that serves a single 
30 site to a system that serves an organization spanning 

multiple geographically separate sites. In view of the 
foregoing, it would be desirable to provide a work flow 
system that may be scaled up from a single site system 
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to a multi-site system. 

Previously known work flow systems also may 
become excessively burdensome to administer and 
maintain when the number of users becomes relatively 
5 large. It would therefore be desirable to provide 

methods and apparatus for dividing a relatively large 
work flow system into multiple smaller cooperating 
partitions. Moreover, to provide seamless operation of 
the work flow system, it would be desirable to provide 
10 methods and apparatus for allowing, intercommunication, 
of multiple work flows wherein the communications 
technology is transparent to the work flow system. 

In addition, the construction of previously 
known work flow systems may require detailed a priori 
15 analysis, so that the resulting work flow system does 
not experience bottlenecks that reduce overall 
throughput of the system. Accordingly, it would be 
desirable to provide methods and apparatus for 
dynamically balancing the flow of work through the 
20 system. 

While previously known work flow systems 
generally involve only a single site, it would be 
desirable to provide methods and apparatus for 
connecting multiple work flows over a variety of 

25 communications links. Thus, it would be desirable to 
provide methods and apparatus for efficient and 
transparent inter-site communications while supporting 
many different connection mechanisms, in which the 
physical location of a work flow service is transparent 

30 to both the user and the work flow definition itself. 
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Smninary of the Invention 

In view of the foregoing, it is an object of 
the present invention to provide a work flow system 
that is easily scaled up from serving a single site to 
5 serving multiple sites. 

It is also an object of this invention to 
provide a system in which the physical location of a 
work flow service is transparent to both the user and 
the work flow definition itself . 
10 It is ah additional object of the present 

invention to provide efficient and transparent inter- , 
site communications while supporting many different 
connection mechanisms. 

It is a further object of the invention to 
15 provide a system in which work flows may be grouped and 
partitioned. 

These and other objects of the present 
invention are provided by a work flow system that may 
be partitioned into multiple self-contained work flows. 
20 Each work flow may advertise certain services for 

export to other work flows. In addition, a gateway 
mechanism is provided that enables a work flow to 
seamlessly span multiple computer networks. 
Optionally, a partitioned queue may be provided for 
25 efficiently distributing data objects to work flows 
located on remote networks. 

Brifif Dp .srription of the Drawings 

The above and other objects and advantages of 
the invention will be apparent . upon consideration of 
30 the following detailed description, taken in 

conjunction with the following accompanying drawings, 
in which like reference characters refer to like parts 
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throughout, and in which: 

FIG. 1 depicts an exemplary local area 
network (LAN) suitable for use as a component of a work 
flow system constructed in accordance with the present 
5 invention; 

FIG. 2 is a schematic illustration of a 
previously known single site, single partition work 
flow; 

FIG. 3 is an illustrative portion of an 
10 Instruction Sheet suitable for use in a work flow^ 
system constructed in accordance with the present 
invention; 

FIG, 4 is a diagram of a single site, 
multiple partition work flow; 
15 FIG. 5 is a schematic of a single site, 

multiple partition work flow in accordance with the 
principles of the present invention; 

FIG. 6 depicts an exemplary enterprise-wide, 
global scale computer network; 
20 FIG. 7 is a schematic representation of a 

single work flow spanning multiple physical sites; 

FIG. 8 is an exemplary partition table 
arranged in accordance with the principles of the 
present invention; 
25 FIG. 9 illustrates the use of a load 

balancing technique to provide a virtual queue in an 
enterprise-wide work flow system; and 

FIG. 10 is an illustrative work object 
transmission sequence configured in accordance with the 
30 present invention. 
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Detailed Description of the Invention 

A work flow system typically comprises a LTU^, 
such as LAN 10 schematically represented in FIG. 1, and 
software that controls the flow of information through 
5 the LAN/ LAN 10 comprises workstations 14 and server 
16. Cable 12, which may be coaxial cable, is routed 
throughout a site, such as an office, building, or 
ccimpus, and is coupled to workstations 14 and server 
L6. LAN 10 provides a means for workstations 14 and 
10 server 16 to communicate with each other according to 
various LAN protocols and technologies, such as, for 
example, an Ethernet LAN. It is to be understood, 
however, that the principles disclosed herein are not 
limited to a particular LAN technology or protocol and i 
15 may be practiced on other than Ethernet based networks. 

As used herein, the term ""work flow system" 
denotes a combination of hardware and software that 
makes up a system to automate a business procedure, and 
includes work objects that are processed by the system 
20 and Instruction Sheets that specif y the sequence of 
steps in the process. The term ""work flow" as used 
herein refers to the run-time software components and 
data that control the flow of information through the 
underlying distributed processing system. 
25 In accordance with the principles of the 

present invention, a work flow system preferably 
employs an object-oriented model of the information and 
communication flow within an organization. Although 
many techniques and tools may be used to implement a 
30 work flow system, it is preferable to implement a work 
flow system using obj ect-oriented techniques and tools, 
such as for example, the above-mentioned Visual 
WorkFlo® product sold by the assignee of the present 
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invention. This preference for use of object-oriented 
prograiming techniques in a preferred embodimeint of the 
present invention is reflected throughout this 
disclosure by the use of object-oriented terminology^ 
5 as defined hereinbelow. 

Although any general purpose prograinining 
language may be used, the software portion of a work 
flow system is preferably written in an object-oriented 
programming language. The C++ programming language may 
10 be advantageously used to construct a work flow system 
in accordance with the principles of the present 
invention. In programming a work flow system, each 
class of object is represented by a C++ class. The C++ 
class definitions encapsulate data attributes belonging 
15 to the class objects and methods or functions for 
working on those objects. Alternatively, the Java 
language developed by Sun Microsystems, Inc., Mountain 
View, California, is another object-oriented, platform 
independent programming language that may be 
20 advantageously employed in practicing the various 
features of the present invention. 

As used herein, a class is an abstract 
representation of an entity in a work flow system, 
including data contained within the entity and methods 
25 of accessing or manipulating that data. An object is a 
specific instantiation of the entity described by a 
class definition. Accordingly, a work object is an 
instance of a work object class; a vorJc performer is an 
instance of a work performer class; a work qiieue is an 
30 instance of a work queue class; and a work flow objaat 
is an instance of a work flow class. 
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A vork object class defines a representation 
of an entity to be processed within a work flow system. 
For example, a work object class may define the 
representation of a process or transaction, such as 
5 approving a loan, or making a credit card purchase- A 
work object class may include various kinds of data and 
may also reference other documents such as word 
processing documents, data files, responses to database 
queries,, images, videos, sounds, or any other entity 
10 that can be stored and processed by a computer. 

A vorJc performer class defines a service or 
set of services to be applied to a work object. A work 
performer class may represent a task requiring human 
intervention, such as displaying some information 
15 contained within a work object to a user. 

Alternatively, a work performer class may represent an 
automated task, such as updating a database with 
information contained within a work object. 

A vorJt q[ueue class defines a queue for work 
20 objects waiting to be serviced by a work performer. 
Typically, each work performer is associated with a 
specific instance of a work queue class. 

In addition to the . foregoing class 
definitions, a work flow system must also include run- 
25 time information about the objects within the system. 
Specifically, a work flow system must be able to 
determine which classes exist in the work flow system, 
how many of each class of object have been 
instantiated, and where each object is located. This. 
30 information is provided by one or more globally visible 
configuration data structures. The configuration data 
structures are initialized at work flow system startup 
to include the necessary configuration information. 
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Subsequently/ the work flow system updates the 
configuration data structures as necessary when new 
objects are created or when old ones are destroyed. 
Thus a work flow system comprises three major 
5 components: (1) the definitions of all classes that 
may be instantiated within the work flow system; (2) 
configuration information describing specific 
instantiations of those classes and their relation to 
one another; and (3) a run- time engine. 
10 Referring now to FIG. Z, an illustrative 

processing sequence of work object 22 in exemplary work 
flow system 20 is described- Work flow system 20 
includes work object 22, work performers 26a, 26b, 27, 
and 28, and work performer queues 24, 25, and 29, Work 
15 object 22 resides as a database object in a server, and 
may be copied to a workstation where some of its data 
fields are operated. upon by the work performers; the 
revised work object preferably may then be copied back 
to the server upon completion of the processing step. 
20 Alternatively, only selected variables may be extracted 
from the work object and provided to the workstation, 
with updated variables and the results of the 
processing task being copied back to the server upon 
completion. Work performers 26a and 26b each represent 
25 an instance of the same work performer class (i.e., 
either can perform a specified step or steps of a 
business procedure) , Work flow system 20 also includes 
a run-time engine that coordinates, monitors, and 
controls the processing of work objects in the work 
30 flow system. 

Specifically, the run-time engine is 
responsible for creating work objects, monitoring and 
updating their status as they are serviced by work 



wo 99/05632 



PCT/US98/15565 



- 10 - 

performers, executing instruction sheets and 
dispatching work objects, or data extracted therefrom, 
accordingly- * The run-time engine also monitors 
completion of the steps of the business procedure, and 
5 destroys an object when it is no longer needed. 

The concept of the instruction sheet is 
employed in the above-mentioned Visual WorkFlo® product 
and comprises a linked-list of the steps to be 
performed to accomplish the business procedure. During 
10 authoring time, in which the work flow class is 

defined, the instruction sheet may be graphically 
represented as a series of steps of the business 
procedure to be performed, as shown in FIG* 3- At run- 
time, when the work flow system is instantiated, the 
15 instruction sheet is converted to a linked-list of 
centrally-stored irorJc orders. 

The skilled artisan will recognize that an 
instruction sheet may comprise any of a number of 
forms. For example, an instruction sheet could be 
20 written in a suitable computer programming language, 

including general purpose and special purpose scripting 
language. Languages such as C++, Java, or BASIC may be 
suitable languages for developing work object class 
instruction sheets. However, in a preferred embodiment 
25 of the present invention, an instruction sheet is 

programmed graphically, wherein icons represent various 
programming steps, and arrows or lines represent the 
flow of execution. 

Referring to FIG. 3, an illustrative 
30 authoring form of an instruction sheet 30 is described. 
In addition to controlling the performance of various 
tasks, such as calculations or database lookup, an 
instruction sheet may embody procedural intelligence. 
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such as distribution and approval policies of an 
organization. For example, instruction sheet 30 
reflects policies regarding the levels of approval 
required for a business loan. Input icon 31 represents 
5 a step of obtaining pertinent loan information from an 
applicant, and may consist of a data entry operator 
transferring data from a handwritten application. The 
application information is stored in data fields 
contained within the work object. A basic check, 
10 indicated by assignment icon 32., is then performed to 

determine whether certain minimum criteria required for 
loan approval are met, and the result is stored in a 
data field of the work object. 

A branch icon, such as icons 33, 35, and 37, 
15 provide an alternate execution path, depending upon the 
outcome of the test associated with each branch icon. 
For example, branch icon 33 may test to determine 
whether the application passes certain minimum criteria 
and the loan amount exceeds $10,000. If both 
20 conditions are met, execution branches to the step 
indicated by input icon 34; otherwise, execution 
continues to the step indicated by branch icon 37, At 
the step corresponding to input icon 34 , a loan officer 
reviews the application. Since this branch is only 
25 taken for applications over $10,000, branch icon 33 

implements a policy that loans meeting certain minimum 
criteria and for amounts over $10,000 require loan 
officer approval. Similarly, the step corresponding to 
branch icon 35 ensures that branch manager approval is 
30 obtained for loans exceeding $100, 000 . 

Each of the icons of FIG. 3 represents an 
operation, service, or task, to be performed on loan 
work object 22. The skilled artisan will recognize 
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that the icons shown in FIG. 3 represent only a 
fraction of the useful icons and that icons . 
representing other statements r expressions, and control 
structures may also be incorporated , into a instruction 
5 sheet. Indeed, in a preferred embodiment of the 

present invention, new icons representing custom tasks 
and processes may be added. 

Associated with each work object, such as 
work object 22, is a run-time version of one or more- 
10 instruction sheets (a list of work orders) that 
indicates to the run-time engine, in linked-list 
fashion, the sequence of services required in 
processing the work object. 

A work class also may have multiple 
15 instruction sheets associated with it, corresponding to 
multiple states or conditions of a work object. For 
excimpie, a work class may have an associated 
instruction sheet that gets executed when a work object 
is first instantiated to ensure that the Work object is 
20 properly initialized. A second instruction sheet may 
provide instructions for the normal processing of an 
instance of the work class. And a third instruction 
sheet may specify actions to be taken when an instance 
of the work class is being deleted or the work flow 
25 system is being shut down, and, for example, may cause 
a work object to be archived or otherwise disposed of. 

When the services of a particular work 
performer class are needed, a work object dispatching 
sub-system of the work flow system run-time engine 
30 identifies the work queue associated with- the desired 

work performer class and enqueues a pointer to the work 
object accordingly. When a work performer associated 
with the class becomes available, e.g., by completing a 
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work order for a previous work object, the work 
performer polls its associated queue to determine if 
there is another work object in need of servicing, 

A work object typically includes a number of 
5 data fields that hold various information about the 
work object and the data it contains; For example, a 
work flow system for use in a bank branch office may 
include classes of work objects representing various . 
banking transactions such as account deposits and 
10 withdrawals, or loan applications. A work object may, 
therefore, be a specific instance of a work object 
class representing business loan applications, and 
might include data fields such as amount and approvBl 
representing, for example, a desired loan amount and 
15 whether the loan has been approved, respectively. 

Typically, the values of data fields are 
provided by the originator of the work object, such as 
by filling in a computer-based form, but may also be 
calculated by a work performer, retrieved from an on— 
20 line data base or automatically maintained by the work 
flow system run- time engine. For example, work object 
22 of FIG. 2 may represent a computerized loan 
application form and work performers 2 6a and 2 6b may 
each represent a task of filling out an application 
25 form. Thus, a potential loan customer or bank employee 
may fill in a computer-based loan application form with 
relevant loan information, such as the amount and 
duration of the loan, as well as the customer' s credit 
information. Other data, such as the amount of each 
30 installment payment, may be calculated later by other 

work performers, such as work performer 27 in work flow 
system 20. 

Referring still to FIG. 2, after the form is 
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completed/ the work object 22 comprising the loan form 
is submitted to the run-time engine of work flow system 
20 and processed in accordance with the instruction 
sheet associat^ed with the work object class of which 
5 work object 22 is an instance. Illustratively, work 
object 22 is dispatched to work queue 24 which is 
associated with the class of work performers 2 6a and 
2 6b. When work performer 2 6a becomes available, it 
polls work queue 24 and determines that work object 22 
IG is the next item requiring service. Accordingly, work 
performer 26a dequeues work object 22, obtains a copy 
of work object 22 from the server, or the relevant 
subset of data from within the work object, and begins 
processing it. However, if queue 2 4 is empty, work 
15 performer 26a enters an idle state and periodically 
polls queue 24 until another work object has been 
enqueued. Similarly, work performer 2 6b also services 
work objects from work queue 24. 

Multiple work performers instantiated from 
20 the same work performer class may be included in a work 
flow system to improve system response times, or to 
provide redundancy for important or high volume 
services. In the event that both work performer 26a 
and 2 6b are available, various algorithms or heuristics 
25 may be Used to determine which work per former is to 

service a work object. When a work performer finishes 
servicing a work object, the work object is submitted 
to the work flow system run-time engine which 
determines further processing pursuant to run-time 
30 series of work orders for objects of that class. 

Work flow system 20 of FIG. 2 is appropriate 
for a single work flow system that can encompass an 
entire organization without becoming unmanageable. As 
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the work flow system increases in size^ however, it may 
become difficult to design, administer, and maintain. 
Applicants have discovered it is desirable to be able 
to divide, or partition, a large work flow system into 

5 multiple smaller, cooperative, work flow systems, so 
that, for example, separate work flow systems may be 
implemented for each department of a corporation. 
While partitioning a large work flow system may ease 
the design and maintenance burden of the work flow 

10 system as a whole, the presence of multiple work flow 
systems presents other difficulties, for which the 
present invention provides solutions. 

From a theoretical point of view, principles 
of object oriented design, including data abstraction 

15 and information hiding, imply that a work flow system, 
such as work flow system 20 of FIG. 2 should be 
semantically self-contained. In a pure object-oriented 
work-flow system, each class definition and each object 
within the boundaries of work flow system 20 should 

20 refer only to other classes and objects contained 

within work flow system 20. This implies that objects 
within the boundaries are invisible, and hence 
inaccessible, to objects outside the boundaries and, 
conversely, objects outside the boundaries of work flow 

25 system 20 are invisible to objects within work flow 
system 20 , 

In an environment consisting of a single work 
flow system, the semantic impenetrability of a work 
flow system boundary is not a concern because all 
30 objects, whether work objects, work performers, or work 
queues, are contained within the work flow system. 
Thus, a single instance of a work performer class may 
service all work objects in the work flow system. 
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However, in a multiple work flow environment, such as 
that shown in FIG. 4, a single work performer cannot 
service all work objects. Rather each work flow system 
40 and 42 must instantiate at least one work performer 
5 of each work performer class to be used in that 
particular work flow system. 

For example, in FIG. 4, work flow system 40 
may comprise a loan department procedure of a bank 
while work flow system 42 comprises an accounting 
10 department procedure, of the same bank. Furthermore, 

work objects 44a and 44b may each represent a purchase 
order for new computer equipment for their respective 
departments, which must be approved by the bank' s 
management information services (MIS) department. 
15 Becjause both work flow systems 40 and 42 require the 
task of obtaining MIS approval, each must include a 
work performer, such as 46a and 46b, that performs that 
task. . 

Providing instances of work performer 4 6a and 
20 46b in each of work flow systems 40 and 42 is an 

inefficient use of system resources because all of the 
class information associated with work performers 4 6a 
and 46b must be duplicated in each work flow system. 
Furthermore, such duplication violates principles of 
25 abstraction and data hiding, since modifying the 

behavior or characteristics of a work performer class 
in one work flow system would necessitate re-coding 
each copy of that work performer class in all work flow 
systems that use a work performer of that class. It 
30 may also be difficult to automatically gather and 

report information on an organization-wide level. For 
example, it may be difficult to gather comprehensive 
bank-wide statistics on computer purchases. 
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However, allowing uhrestricted access across 
a work flow system boundary is undesirable with respect 
to maintenance concerns. For example, modifying an 
object in one work flow system may cause objects in 
5 another work flow system to cease functioning properly. 
Also, for security reasons it may be disadvantageous to 
allow external objects to access internal objects of a 
work flow system. For example, free access to a work 
performer . that debits a bank account may allow a rogue 
10 external object to accidentally or intentionally post a 
debit to an incorrect bank account. 

In accordance with the principles of the 
present invention, the maintenance and administrative 
burden of a work flow system is reduced while 
15 reliability and security are enhanced by providing 
limited access across work flow system boundaries. 
This is accomplished by allowing a work flow system to 
advertise specific services that may be accessed by 
external objects, A special work performer class 
20 therefore is created that encapsulates those services 
and provides a protected, well-defined interface for 
accessing those services. 

In a preferred embodiment of the present 
invention, a C++ or Java class representing a work flow 
25 system is created wherein the publicly visible member 
functions provide access to those services that the 
work flow system advertises for export. The exporting 
class definition, therefore, appears to be a work 
performer class definition. Thus, another work flow 
30 system desiring to access the advertised services need 
only include the work performer class definition of the 
exporting work flow system in its own list of object 
classes . 
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Referring ribw to FIG. 5, work flow systems 50 
and 52 may be set up for the accounting departments of 
an organization. Work flow systems 50 and 52 may then 
export, or make public, various services, such as 
5 QetjpurchasB^approval or upd!ate_accounts_receiTrable for 
use by other work flow systems. to export these 
services, a work performer class is created that is 
incorporated into other work flow systems. An instance 
of a work flow system work performer class functions as 
10 a proxy for a work performer in the work flow system 

advertising the service. The proxy work performer has 
access into the exporting work flow system through the 
mechanism of an agrant work object. 

Still referring to FIG. 5, work flow system 
15 50 alternatively may belong to the research department 
of an organization, and work object 53 may correspond 
to a purchase request for new computer equipment. At 
some point in the processing of work object 53 within 
research department work flow system 50, it may be 
20 necessary to obtain accounting department approval of 
the purchase request. Rather than explicitly 
incorporate an accounting department process step in 
work flow system 50, work flow system 52 (corresponding 
to the accounting department of the organization) 
25 exports a service ^et^accounting^appr-oval. This 

service is incorporated into work flow system 50 via 
proxy work performer 54. When work object 53 requires 
the service gret_accountingr_approva2, the work flow 
system run-time engine determines that the service is 
30 provided by proxy work performer 54 and dispatches work 
object 53 accordingly. 

Proxy work performer 54 dequeues the pointer 
to work object 53 from work queue 55, obtains a copy of 
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the entire work object (or a subset of its data) from 
the repository and determines that work object 53 is 
requesting service from work flow system 52. Proxy 
work performer 54 then causes the creation of agent 
5 work object 57 in work flow 52. Any required 

parameters of work object 53 are transferred to agent 
work object 57, the identity of the originating work 
flow and work object (i,e,, work object 53 in work flow 
51) are saved, and a pointer corresponding to agent 
10 work object 57 is enqueued to work queue 59 to await 
the first available service in work flow system 52 of 
the kind requested (e.g., the service provided by work 
performer 58) . While agent work object 57 is' being 
processed, originating work object 53 is locked to 
15 prevent inconsistencies between the values of data in. 
the agent work object and originating work object 53. 

When agent work object 57 has finished 
executing the work orders associated with the exported 
service, a special terminate instruction is invoked. 
20 The terminate instruction causes the identity of the 

originating work flow and work object to be retrieved. 
Any return values may then be transferred back from . 
agent work object 57 to originating work object 53. 
Finally, agent work object 57 is disposed of, the list 
25 of work orders associated with work object 53 is 

updated, and work object 53 is unlocked and returned to 
the run-time engine of work flow system 50 for further 
processing. 

In the preceding discussion it has been 
30 assumed that each work performer queue is visible to 
all work performers servicing that queue. In a work 
flow system running within a local area network 
environment, a global queue for a particular work . 



wo 99/05632 



PCT/US98/15565 



- 20 - 

performer clasps may be created and maintained on a 
globally visible network server. As long as 
communication traffic on a LAN is not excessive, 
communication delays are expected to remain relatively 
5 short and periodic polling of queues by the associated 
work performer objects is not expected to significantly 
impact communication throughput. 

However/ it is contemplated that the 
foregoing design may begin to fail when a work flow 
10 system expands beyond a single network site. The 
separation of a networked enterprise into multiple 
independent, mostly-autonomous, physical sites is 
expected to pose a formidable problem in work flow 
system design. It is desired that portions of a single 
15 work flow system may be distributed across multiple 
physical sites located anywhere in the world, but 
seemingly must cooperate with each other as if there 
were no separation. For example, in FIG. 6, enterprise 
network 60 comprises LANs 61a, 61b and 61c located at 
20 disparate sites around the globe. However, a work flow 
spanning these sites should appear to ^ the user as a 
single network, i.e., there should be little 
discernable difference to a user on LAN 61a between a 
work object being serviced by a work performer in LAN 
25 61a and one being serviced by a work performed in LAN 
61c. 

Interlinked networks may be classified by 
type according to speed and availaJbilitjr. As used 
herein, speed refers to the rate at which data can 
30 transmitted over the link. For example, a T3 line can 
carry data at a rate of about 45 million bits per 
second, whereas a dial-up modem link is limited to 
about 2 8 thousand bits per second. Availability refers 
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to whether access to the link is permanent or only 
exists on a transient basis. For example, a leased 
line may be available continually whereas a satellite 
link may only be available during certain times of the 
5 day. A transient link may require a mechanism to store 
a transmission and then forward the transmission when a 
link becomes available, and may introduce substantial 
delay in transferring data to a remote site. 

In enterprise-wide work flow system 60 of 
10 FIG. 6, LAN 61a may be connected to LAN 61b using 

dedicated line 62 or other means to provide continuous, 
high-speed, inter-LAN communications, in which case the 
connection between LANs 61a and 61b would be classified 
as both fast and permanent. Conversely, LAN 61a may be 
15 connected to LAN 61c on an as-needed basis by a dial-up 
type modem connection via link 64, Such a connection 
would be a slow and transient connection. 

Typically, when a work object or subset of 
data is dispatched to a work performer, the run-time 
20 engine of the sending work flow system waits to receive 
an acknowledgment from the receiving work queue before 
proceeding to service another work object. If the run- 
time engine of the sending work flow system and the 
destination work queue are linked by a fast, permanent 
25 connection the wait is short and system response times 
remain acceptable to the end user. However, when the 
sending work flow system and receiving work queue share 
a slow or transient link, waiting for an acknowledgment- 
may result in unacceptably slow system response times. 
30 Accordingly, referring to FIG. 7, another 

aspect of the. present invention is described. In FIG. 
7, gateway work performers 72a and 72b are provided at 
either end of communication link 74 interconnecting 
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work flow partitions 70a and 70b. Gateway work 
performers 72a and 72b serve as local receivers for 
work objects or extracted data that are destined for 
remote work queues. For example, when work object 76 
5 is destined for remote work queue 77, it is sent to 
gateway work performer 72a for transmission to the 
remote site* Local gateway work performer 72a provides 
an acknowledgment to the run- time engine of work flow 
system 70, thus allowing the run-time engine of work ^ 
10 flow system 7 0 to provide another work object to work 
performer 73 for servicing. Gateway work performer 72a 
then transmits the work object to the remote site in a 
manner appropriate for the type of communication link. 
For example, if link 74 is a fast and 
15 permanent connection, gateway work performer 72a may 
immediately transmit the work object to gateway work 
performer 72b at the remote site. By comparison, if 
communication link 74 is a transient connection, work 
performer 72a may defer transmission until the link is 
20 available, or may accumulate multiple work objects so 
that they may be transmitted in bulk to the remote 
site- One skilled in the art will recognize that 
gateway work performers 72a and 72b may be enhanced to 
provide additional capabilities such as gathering 
25 statistics for determining inter-site transit times, to 
aggregate multiple work objects or subsets of data 
destined for a remote site to enable transfer in a 
single transmission, performing data compression to 
reduce transmission times, or encrypting data to 
30 improve data security while transmitting over open 
lines, such as telephone lines or satellite links. 

In addition to delays in receiving 
acknowledgments, communications links other than fast. 



wo 99/05632 



PCTAJS98/15565 



- 23 - 

permanent links introduce other concerns- For example, 
using current technologies, typical dial-up analog 
connections are limited to transmission rates in the 
neighborhood of three thousand bytes per second. While 
5 digital connections using ISDN may increase the data 
rate by a factor of four over analog connections, the 
data rate is still very low compared to a rate of 10 
million bits per second for a typical Ethernet IAN. In 
addition, unless the dial-up link is always connected, 
10 additional time is expended . in establishing the link. 

Thus, if a work performer exists on LAN 61c, of FIG. 6, 
while its. class queue is located on LAN 61a, it may 
take several seconds for a dial-up link to be 
established each time work performer polls the queue. 
15 In addition, a large organization may have many work 

performers and corresponding queues distributed across 
multiple LANs. Even when high speed dedicated digital 
links are employed, the overhead associated with 
polling a class queue on another LAN may negatively 
20 impact system throughput and performance. 

In accordance with further principles of the 
present invention, a single global queue paradigm is 
retained through the use of a structure referred to 
herein as a par-titioned loQ±ca.l qiaeue. Instead of 
25 having a physical work queue, as described hereinabove 
with respect to FIG. 2, each work performer class is 
associated with a logical queue. A logical work queue 
provides the appearance of a single global queue, but 
internally it is divided into partitions, wherein each 
30 partition is associated with a physical queue. In 

essence, a logical work queue provides an additional 
layer of abstraction between the work flow system run- 
time engine and the work performers in the work flow 
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system, A logical work queue accepts work objects 
destined for a work performer class queue and assigns 
the work object to one of the logical partitions of the 
logical queue based on various properties of the work 
5 object. 

FIG. 8 represents screen display 80 of a 
partitioned logical queue as table 81, with each row 
81a, .81b, • . . 81n of table 81 corresponding to a 
logical partition. A first attribute of a queue ^ 
10 partition is its partition expression 82, which may 
depend on information within data fields of the work 
object.. When a work object is dispatched to the 
logical queue, partition expression 82 for each 
partition queue 81a... 81n is evaluated. The work 
15 object is then assigned to a work queue based on the 
results of evaluating partition expressions 82. If 
only one partition expression is true, the work object 
is assigned to the corresponding queue partition. If 
more than one partition expression evaluates as true, 
20 various heuristics may be used to 'select a queue 
. partition/ for example, heuristics relating to ' 

throughput statistics of the various queues, locality, 
etc. Lastly, if no partition expression is true, an 
exception is declared and ai> exception work order for 
25 the work object being enqueued is invoked by the work 
flow system run-time engine. 

For example, in FIG. 8, the logical queue 
associated with the Loan Officer class of work 
performers has three partitions, each represented by a 
30 row {81a to 81c) in table 81. If a work object to be 
enqueued has a loan amount greater than $203,500 
partition expression 82 in the first partition 81a is 
evaluated as true and the work object is assigned to. 
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the LoBJi Officer queue of the first partition. 
However/' if the loan amount is less than or equal to 
$203,500 the first partition equation is evaluated as 
false, and the partition expressions in the second and 
5 third rows, 81b and 81c, are true. 

In a preferred embodiment of the present 
invention, each partition, 81a,. .Sin, of a partitioned 
queue has an associated weight 83 as shown in the 
second column of FIG, 8. When more then one partition 
10 expression evaluates to true, the work object is 

dispatched in accordance with a weighted probability 
distribution based on weights 83 assigned to each 
partition 81a,. ,81c. For example in FIG . 8 partitions 
81b and 81c have the same partition expression, but in 
15 partition 81b weight 83 has a value of 2, while in 

partition 81c weight 83 has a value of 1. Thus, two- « 
thirds of loan applications for less than $203,500 are 
enqueued to the queue partition associated with row 81b 
of the table, and the remaining one-third to the third 
20 queue partition (81c). 

As discussed hereinabove, it is desirable to 
provide the paradigm of a single work performer queue 
per class of work performer in a work flow system. Due 
to performance issues, it is also desirable to actively 
25 direct work objects to remote queue partitions instead 
of requiring remote work performers to poll their 
associated work queues across a low bandwidth 
communication channel. However, it is possible for a 
work object to be directed to a remote queue partition 
30 and never be serviced. For example, a document needing 
approval may be dispatched to a remote queue partition 
that is served by a person who happens to be on 
vacation. Additionally, it would be desirable to 



wo 99/05632 



PCT/US98/15565 



- 26 - 

provide a load-balancing capability that ensures that 
some work performers are not underutilized and sitting 
idle for long periods* 

The foregoing issues may be addressed in 
5 several ways. For example, partition expressions in a 
work performer queue partition table may be updated to 
reflect non-availability of a service (due to personnel 
vacation, etc. )• Alternatively, work objects may have 
associated with them information for identifying 
10 specific work performers which are to process the work 
object, thus overriding the normal work object dispatch 
function of a partitioned work performer queue. 
However, these potential solutions may be undesirable 
due to increased administrative burden and/or 
15 processing overhead. 

In a preferred embodiment of the present 
invention, the foregoing problems are solved by 
periodically redistributing work objects from one ^ 
partition of a work performer queue to another 
20 partition. Various criteria, such as elapsed time in a 
queue or queue size, may be specified to indicate when 
work objects should be redistributed. Redistribution 
is accomplished through the mechanism of a load 
balancing vorJt object and load balanclngr yrork 
2 5 performers . 

In accordance with this aspect of the present 
invention, each queue partition has an associated load 
balancing work performer. A load balancing work object 
travels in a circuit that visits all load balancing 
30 work performers associated with queue partitions having 
the same partition expression. The load balancing work 
object carries with it information concerning work 
objects matching the corresponding partition 
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expression. When a load balancing work performer 
services the load balancing work object/ it determines 
the status of each work object in the work queue for 
the local work flow system and as well as information 
5 for those work objects carried by the load balancing 
work. object. Based on the status of the work objects,, 
the load balancing work performer selectively transfers 
work object pointers from the load balancing work 
object to the queue of the local work flow system 
10 and/or from the queue to the load balancing work 
object. The load balancing work object is then 
dispatched to the next load balancing work performer in 
the circuit, which repeats the process just described. 

For example, referring to FIG- 9, work flow 
15 90 is divided into partitions 90a, 90b, and 90c, 

including load balancing work performers 92a, 92b, and 
92c, respectively. Let it be assumed that based on the 
partition expressions for partitions 90a to 90c, work 
object 94 is to be enqueued to work performer 96a in 
20 work flow 90a. A pointer for work object 94 is, 

therefore, enqueued to load balancing work performer 
92a for transfer to work flow 90b. Load balancing work 
object 98 circulates between load balancing work 
performers 92a, 92b, and 92c. Information relating to 
25 work object 94 is inserted into load balancing work 
object 98 the next time it arrives at load balancing 
work performer 92a. Subsequently, when load balancing 
work object 98 arrives at load balancing work performer 
92b, the pointer for work object 94 is removed from the 
30 load balancing work object and enqueued for work 

performer .96b. At the same time, load balancing work 
performer 92b may insert information for other objects 
• (not shown) bound for partitions 90a and 90c into load 
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balancing work object 98 to be carried back to their 
respective load balancing work performers. 

Applicants expect that it may also be 
desirable to allow load balancing work performers to ; 
5 override the partition assigned to a work object based 
on the partition expressions. For example, if work 
object 94 of FIG. 9 has been enqueued for work 
performer 96a for an excessive length of time, load 
balancing work performer 92a may delete it from work 
10 performer queue 95 and insert a pointer for work object 
94 into load balancing work object 98. Then either of 
load balancing work performers 92b or 92c, in response 
to the excessive age of work object 94, may transfer 
the information for work object 94 from load balancing 
15 work object 98 and enqueue a pointer for work object 94 
to work performer queues 96b or 96c, respectively . As 
one skilled in the art will appreciate, criteria other 
than length of time enqueued may be used to determine 
when the partition assigned to a work object should be 
20 overridden, such as, the length of the destination 

queue, the time of day, or a heuristic based on average 
service times at work performers 96a, 96b, and 96c. 
Thus, using a load balancing technique to virtualize a 
global queue may provide additional benefits such as 
25 dynamically balancing queue work loads, providing work 
performer redundancy, and ensuring all work objects are 
serviced in a reasonable length of time. 

In addition to load balancing issues, 
transactional security concerns must also be addressed 
30 when distributing work objects across work flow systems 
at geographically separated sites. For example, if an 
network link fails during transmission of a work 
object, a work flow system must be able to recover 
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without losing or corrupting the work object* 

Known techniques for remote data base 
transaction processing typically involve the use of 
file or record locking to provide transactional 
5 integrity. For example, a source site may first obtain 
a record lock for the record. being transmitted and, 
using a remote procedure call, may obtain a 
corresponding record lock at the destination site. The 
record is then transmitted. After, the destination site 
10 acknowledges receipt of the transferred record, the 

source site lock is removed, and then the destination 
site lock is removed. However, if the source site were 
to shut down or fail between obtaining the source lock 
and releasing the destination lock recovery of the 
15 transaction may be difficult or impossible. 

In accordance with principles of the present 
invention, transactional integrity is ensured by a 
multi-phase work object transmission sequence as 
illustrated in FIG. 10. While FIG. 10 illustrates 
20 transmission of work objects, it is to be understood 
that selected subsets of data extracted from a work 
object may be handled in the same manner. First, at 
step 102, the source marks the work object to be 
transmitted as completed, i . e processing at the 
25 current site is finished- Then, at step 104, using 
remote procedure . calls, the source site enqueues the 
work object and creates a marker record at the 
destination site (step 106) . This operation is 
completed as an atomic step. The source then deletes, 
30 backs up, or otherwise archives its copy of the work 
object, at step 108. And lastly, at step 110, the 
source site work flow engine uses a remote procedure 
call to delete the marker record at the destination 
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site. Note that once the work object is enqueued and 
the marker record created, the destination site may 
begin processing the work object. In contrast/ when 
using a record or file lock, the destination site may 
5 not begin processing until the lock is removed. 

Thus, the transmission system of the present 
invention avoids the use of file or record locking. 
Furthermore, the status of a work object can easily be 
determined at any time. For example, when a work flow 
10 system is restarted after a shutdown or failure, the 
presence of a marker record indicates that a work 
object was received, but that the source site may still 
need to delete its copy of the completed work object. 
Analogously, the presence of a work object marked 
15 complete indicates that it was in the process of being 
transmitted. By checking for the presence of a marker 
record at the destination, the source site may quickly 
ascertain whether the work object was successfully 
transmitted and may retransmit or delete the work 
20 object and marker record as appropriate. 

Disclosed hereinabove are various principles 
of the present invention which may be employed singly 
or in combination to construct an enterprise-wide work 
flow system. One skilled in the art will also 
25 appreciate that the present invention can be practiced 
by other than the described embodiments, which are 
presented for purposes of illustration and not of 
limitation, the present invention being limited only by 
the claims which follow. 
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What. Is Claimed Is: 

1. A method of providing services in a work 
flow system, comprising steps of: 

providing a computer network; 

defining a first work flow class, the first 
work flow class definition including definitions of 
classes of objects available within the work flow 
system and an identification of a service to be 
provided by an instance of the first work flow class; 
and 

defining a second work flow class, the second 
work flow class including the first work flow class 
definition, the first work flow class definition 
providing a defined interface for accessing services 
provided by the instance of the first work flow class 
to an instance of the second work flow class. 

2. The method of claim 1 further comprising 

steps of: 

instantiating an agent work object in the 
instance of the first work flow class responsive to 
receipt of a request from a work object in the instance 
of the second work flow class for a publicly available 
service; 

transferring data from the work object to the 
agent work object; 

processing the agent work object to provide 
the requested service; and 

returning data to the work object. 
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3. a method of distributing objects within 
a work flow system, the method comprising steps of: 

associating a partition expression with each 
potential destination of a work object within the work 
flow system; 

evaluating each partition expression; and 

distributing the work object to a destination 
responsive to the evaluated value of the corresponding 
partition expression. 

4. The method of claim 3 wherein the step 
of evaluating comprises evaluating a logical expression 
as a function of data fields within the work object. 

5. The method of claim 3 wherein the step 
of evaluating comprises evaluating a logical expression 
as a function of globally available data. 

6. The method of claim 3 wherein the step 
of distributing the work object further comprises a 
step of determining if more than one partition 
expression evaluates to a predetermined value. 

7. The method of claim 6 further comprising 

steps of: 

selecting a destination responsive to the 
determination that more than one partition expression 
evaluates to the predetermined value; and 

distributing the work object to the selected 
destination. 
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8. The method of claim 7 further comprising 
a step of assigning each potential destination a 
weight. 

9. The method of claim 8 wherein the step 
of selecting a destination comprises randomly selecting 
a destination wherein the probability of selecting a 
destination is proportional to the weight of the 
destination relative to the weights of all destinations 
haying a partition expression that evaluates to the 
predetermined value. 

10. The method of claim 8 wherein the step 
of selecting ' a destination comprises selecting the 
destination having the lowest cost responsive to the 
destinations having partition expressions that evaluate 
to the predetermined value also having equal weights. 

11. A method of distributing objects within 
a work flow system, the method comprising steps of: 

providing a predetermined partition table, 
the partition table comprising a plurality of entries, 
each one of the plurality of entries including a 
partition expression and a destination associated with 
an evaluated value of the partition expressions- 
evaluating the partition expression for each 
of the plurality of entries; 

selecting one of the plurality of entries 
responsive to the value of the partition expression for 
that entry evaluating to a predetermined value; and 

distributing the object to the destination 
associated with the selected one of the plurality of 
entries. 
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12. The method of claim 11 wherein the step 
of selecting one of the plurality of entries comprises 
randomly selecting one of the plurality of entries. 

13. The method of claim 12 further 
comprising a step of providing each one of the 
plurality of entries in the partition table a weighting 
factor; and wherein the step of randomly selecting one 
of the plurality of entries comprises randomly 
selecting one of the plurality of entries in proportion 
to the weighting factors. 

14. A method of distributing an object in a 
computer environment comprising a plurality of 
interconnected computer networks, wherein the object is 
to be sent from a local network to a remote network, 
the method comprising the steps of: 

providing each computer network with a queue 
for storing objects destined for the remote network; 

circulating a load balancing work object 
through the interconnected computer networks such that 
the load balancing work object visits each of the 
networks at least once; 

selectively embarking information relating tc 
work objects stored in the queue into the load 
balancing work object when the load balancing work 
object visits the local network; and 

selectively debarking information relating t 
work objects from the load balancing work object when 
the load balancing work object visits the remote 
network. 
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15. The method of claim 14 wherein the steps 
of circulating, selectively embarking, and selectively 
debarking are repeated at least once. 

16. Apparatus for processing data 
comprising: 

a plurality of computers interconnected to 
form a computer network, wherein the plurality of 
computers are programmed with first and second routines 
to process the data; and 

at least one computer programmed to associate 
with each one of the first and second routines a 
logical expression, to select one of the first and 
second routines responsive to the associated logical 
expression being true, and sending the data to the 
selected routine. 

17. The apparatus of claim 16 wherein the at 
least one computer is further programmed to associate 
with the first and second routines first and second 
weights, respectively, and wherein one of the first and 
second routines is selected responsive to the first and 
second weights. 

18. The apparatus of claim 17 wherein the at 
least one computer is programmed to randomly select one 
of the first and second routines in proportion to the 
first and second weights. 

19. The apparatus of claim 17 wherein the at 
least one computer is programmed to select the first 
routine responsive to the first and second weights 
being equal and the first routine having a lower cost. 



wo 99/05632 



PCT/US98/15565 



-..36 - ' ■. ' : 

20, The apparatus of claim 16 wherein the 
first and second routines are executing on the same 
computer. 

21. The apparatus of claim 16 wherein the 
first and second routines are executing on different 
computers. 
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